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& Confidentiality Case 1: HIV Diagnosis and
Spouse Risk

35-year-old married man diagnosed with HIV during routine
screening. Patient refuses to inform his wife. He asks the

physician to keep the diagnosis secret. Wife may be at risk of
infection

In ethical decision-making, which should overcome: autonomy
or protection of others?



0 Confidentiality Case 2: Communicable
Disease Reporting

e Patient diagnosed with tuberculosis
* Physician must report the case to public health authorities
e Patient worried about privacy.

* In ethical decision-making : Public health protection vs patient
confidentiality and autonomy?



/\ Confidentiality Case 3: Psychiatric Threat

* Patient with schizophrenia threatens to kill his former employer
* Threat is specific and serious

e Psychiatrist must assess risk.

* Possible need to inform authorities or the potential victim

* In ethical decision-making: Confidentiality vs duty to notify



@ Confidentiality Case 4: Suspected Child
Abuse

* 6-year-old child with bruises in different healing stages
* Parents claim injuries are accidental
* Physician suspects child abuse

* In ethical decision-making: Confidentiality vs protection of vulnerable
child



¢ Confidentiality Case 5: Celebrity Patient

* Famous singer admitted for substance abuse treatment

* Hospital staff discuss the case outside the healthcare team

* Information spreads on social media

* Ethical decision-making: confidentiality versus the right to know.



BB Confidentiality Case 7: Court Order for
Medical Records

e Physician receives court order requesting patient medical records
e Patient involved in criminal investigation

* Ethical decision making: legal duties and confidentiality



Privacy and Confidentiality:
Definitions

Privacy is about the right not to be interfered with, to be
free from surveillance, or more generally, a moral right to be

left alone. CONFIDENTIALITY

Confidentiality is about the right of an individual to have

personal, identifiable medical information kept out of reach of [ ) a
others. 5

Privacy is concerned with the setting within which the @ R me @ T b
patientls mEdical |nf0rmati0n IS taken (i-e-, the patientls Prg/ate discussion in informatiopn kept secure
bOdY)- closed exam room

Confidentiality is concerned with the information collected R i e

from/about the patient (i.e., the patient's information).



Measures to protect patients’
privacy
* Make sure all physical examinations

take place in isolation from other 3 e
patients, unauthorized family
members, and/or staff
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* Provide gender-sensitive waiting and
examination rooms.

Private Exams

* Provide proper clothing for inpatients.

Ensure physical examinations are conducted in private

and patients are well-covered.

* Make sure patients are well covered
when transferred from one place to
another in the hospital.



Measures to protect patient’s
privacy
* Make sure your patient's body is exposed ONLY as much as
needed by the examination or investigation

* Mlake sure there is another person (nurse) of the same
gender as the patient present throughout any examination

* Always take permission from the patient before starting
any examination

* Ensure privacy when taking information from patients



Measures to protect patients’
privacy

Avoid keeping patients for periods more than
required by the procedure

It is prohibited to examine the patient inn the
corridors or waiting areas

During an examination, no unrelated non-hospital
person should be allowed to be present

Give patients enough time to expose the part with
pain

Only relevant personnel are allowed to enter the
examination room at any time during an examination




Why confidentiality is important?

. Respect for confidentiality is firm[y established in codes of medical
ethics (Hippocratic oath) !l acd,

. Breach of confidentiality is not only unethical, but also illegal (slide 10
& 12).

. Respects patient's autonomy.

. Respects natural human desire for privacy.

. Protects from social embarrassment, discrimination, or stigmatization
(as covid patient).

. Prevents misuse of information against patient.
. Builds confidence between doctor and patient.



Hippocratic oath

*"What | may see or hear in the course of the treatment or even
outside of the treatment in regard to the life of men, which on no
account one must spread abroad, | will keep to myself, holding
such things shameful to be spoken about".
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What are patient’s information that covered by

confidentiality:
Confidentiality includes all identifiable patient information as:

*The individual's past, present, or future physical or mental health or
condition;

* Any clinical information about an individual's diagnosis or treatment;

*Pictures, photographs, videos, audiotapes, or other materials of the
patient;
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- Confidentiality includes all identifiable patient information as:

* Who the patient's doctor is and what clinics patients attend and
when;

* Anything else that may be used to identify patients directly or
indirectly;

* The past, present, or future payment for the providing of health care
to the individual.




Confidentiality

*A health care provider is not allowed to disclose patient’s
information to others unless the individual has given
specific permission for such release.

*Such information should be available only to the treating
physician and other medical personnel involved in the
patient's care.

*Children, elderly, mentally disabled and the dead all have
the same right to confidentiality.




*There are three points that should be considered in accusing
a physician of revealing patient’s secret :

1.There was revealing of a secret.

2.The secret was known to the physician through
his profession.

3.The disclosure of the secret lead to harm or
damage to the patient (physical or psychological).



When can confidentiality be breached?

Confidentiality is NOT an absolute obligation. Situations
arise where the harm in maintaining confidentiality is
GREATER than that brought by disclosing information.




Disclosure of professional secrecy may be:
- with patient’s expressed consent.
ll- with patient's implied consent .

[lI- Without patient's consent.



I- Disclosures where patient's expressed consent is needed:

1- For purposes such as research, epidemiology,
registries.

a- Approved by ethics committee.
b- Ensure no harm to patient.
c- Delink patient’s identifiable data.
2- To insurance companies.
3- In pre-employment examination.



lI-Patients may give implied consent to disclosure for:

 Consultation or second opinion: sharing information in the health care
team or with others providing care. Only necessary information for effective
care of patient is disclosed.

*Send the patient to another specialist as sonography with provisional
diagnosis or complain

(may I refer this case of chronic abdominal pain for abdominal US)



llI-Disclosures without patient's consent.

* Certain patient information is required by law and reports to proper authorities
are required without patient consent.

- Disclosure required by Law:

Notification of births, deaths, abortion, accidents, poisoning.

Order of court, malpractice cases, criminal cases (violence), compensation.
Threats of serious harm to another ( prevent crimes)

Child abuse (physical/sexual)

RTAs involving drugs/alcohol.
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Public health risk: A reportable communicable infectious diseases
:tuberculosis, hepatitis, AIDS, typhoid fever, tetanus, meningococcal
meningitis, diphtheria, anthrax, malaria, poliomyelitis, smallpox, brucellosis,
leprosy.



II- Disclosure for patient’s benefit:

*In times of emergency.

* If the Patient is incompetent or minor.

* To prevent harm to patient e.g epilepsy, Psychotic patients.
* When a patient may be a victim of neglect or abuse.

lll- Disclosure to prevent harm to others:

* Psychotic patients.

* To prevent the occurrence of crimes.

* Infectious diseases (HIV, Hepatitis)

IV- Disclosure to safeguard national security: e.g. terrorist activity.




Discovering signs of abuse and neglect

v'ALL forms of physical, emotional, sexual, and neglect that results in
actual or potential harm to the child’s health, survival, development or
dignity.

VIt is a part of your role as a healthcare provider to discover and report
any case of child abuse or neglect as if it is caught early, the child has a
much better chance of making a full recovery.

v'Nearly 3 in 4 children aged 2—4 years regularly suffer physical
punishment and/or psychological violence at the hands of parents and
caregivers

v'There are different kinds of abuse; all are harmful.



Child abuse




Doctors do not diaghose child abuse or
report it for several reasons:

v Fear.

v'It is not my concern (avoiding responsibility).
v'Lack of confidence in authorities to stop abuse.
v'Uncertainty as to the cause of the injury.

vIf the patients are boys, abusive fractures are often
misdiagnosed. Injuries are more common for boys, so the
assumption is the fracture is accidental.



Ethics of Dealing with Communicable Diseases

1. Cooperate with authorities in preservation of the community’s health,
including reporting communicable diseases according to the

regulations.

2.Report to the concerned authorities any patient infected with a
communicable disease who refuses to have treatment, if their refusal may

expose their contact persons or the community in general to the danger of
spreading the disease.

3.Follow all the protective measures to protect him/herself from
communicable diseases, and this includes vaccination with authorized
vaccines, and to seek treatment for him/herself if he/she is infected in a
way that would affect the safety of any patient or the community.




Ethics of Dealing with Communicable Diseases

*Subject to any needed investigations for diagnosis of a
communicable diseases if exposed to infection especially if his/her

infection could expose his/her patients to any danger.

*The healthcare practitioner should refrain from health practice,
in case he/she becomes infected with an infectious disease that

could be transferred to his/her patients, until the risk of
transmitting the diseases is removed.

*If physician has to continue practice (while infected), he/she has to

observe all possible protective measures to protect his/her
patients from infection, along with reporting this case of infection

to his/her reference.



Ethics of Dealing with Communicable Diseases

* The healthcare practitioner should report to the health authorities if
knows that one another member in the healthcare team is infected
with an infectious disease that could be transferred to patients through
health practice.

* If physician knows his/her colleague does not follow the protective
measures to prevent the spread of infection, he should report authority.
The consent of that infected healthcare practitioner is not required.

*Not to refrain from treating a patient due to risk of being infected
with an infectious disease, instead the healthcare practitioner should

take all reasonable measures to protect him/herself from becoming
infected.
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